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The EmcapWebService Setup Wizard will appear, which will guide you through the steps
required to install EmcapWebService on your computer. Click Next.

On the Select Installation Address screen, keep all the defaults and click Next.

Click Next to start the installation.

The Installation Complete screen verifies that the EmcapWebService has been successfully
installed. Click Close to exit the wizard.

An additional pop-up window will appear verifying the success of the installation. Click OK.
Back on the main form of the Emcap Installer, select the final step 7. Install Web Site button.

A pop-up window will appear, verifying whether or not to install the web site on public facing
server or the server you are currently using (Figure 8). Select Yes or No depending on your
setup. If you decide to install the Web Site on a different server, you will need to install the
Emcap Installer on that server and only perform Step 7.
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Figure 8.
Step 47: If you selected Yes, an EmcapWebSite Setup Wizard will appear, which will guide you through

the steps required to install EmcapWebSite on your computer. Click Next.
Step 48: On the Select Installation Address screen, keep all the defaults and click Next.

Step 49: On the next screen, enter the name of the server or IP address of the server that will be hosting
the Emcap Web Service. Click Next.

e =

l:hg E Mca [:] 1y

Emcap Web Service Host

Enter the name of the server that hozts the Emcap Web Service. Example: kuServer

Server Mame ar [P Address:

S

kS erer

Cancel < Back M ext >




Page

EMCAP Installation version 1.6

Step 50: On the next page, enter your Institution Name. This Institution Name will appear on several of
the web pages. Click Next.

Step 51: Click Next to start the installation.

Step 52: The Installation Complete screen verifies that the EmcapWebSite has been successfully installed.
Click Close to exit the wizard.

Step 53: An additional pop-up window will appear verifying the success of the installation. Click OK.

Step 54: You are now finished with installing Emcap. To exit the Emcap Installer main form, click the
Close button.

EMCAP Post Installation Steps

Part 1: Configure the hMailServer

The hmailserver will work just fine “out of the box” but there are a couple of steps that can be taken to make it
more secure.

Step 1: Start the hMailServer administration program.

Step 2: Select "Protocols" from the left panel, and unchecked both SMTP Server and POP3 Server, and
pressed the save button. (This leaves only the IMAP protocol.)

Step 3: Select "Status" from the left panel, then stop and restart the server.
Step 4: Close the administration program.

The hMailServer supports Secure Sockets Layer (SSL) which will protect the mail sent to, and read from, the
EMCAP server from anyone that may attempt to “sniff the wire.” For more information please see the
documentation on the hMailServer’s web site. http://www.hmailserver.com/documentation/?page=feature_ssl

Part 2: Configure the EmcapWebService and EmcapWebSites

Until these steps are completed, the Emcap WebSite will not function correctly. All other parts of the Emcap
server are ready and can be used before these steps have been completed.

These instructions assume that both the web service and the web site are on the same computer. If this is not
the case then you must make sure that the web site is configured to use an account that can be authenticated
by the web service. If the database is on a different server than the web service then additional care must be
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taken to make sure that the web service uses an account that can be authenticated by the database. If these
servers share a common Active Directory domain, then you should probably use domain accounts instead of

local accounts.

Step 1:

Create a new local user account on the server named EmcapWebUser. This will be the user

account that the User Support Web Site will use when logging on to the Web Service.

To do this, from the desktop, select the Start button = Control Panel > Administrative Tools

- Computer Management.

The Computer Management window will appear. Expand Local Users and Groups, and highlight

the User folder.
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From the toolbar, select Action > New User.

A New User window will appear (Figure 9). Type “EmcapWebUser” in both the User Name and
Full Name fields. Enter a description if needed. Type in a password and confirm it in the next
field. Uncheck “User must change password at next logon” and then check both “User cannot
change password” and “Password never expires”. Click Create to save the user account.
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Figure 9.

Note: if the User Support Web Site is installed on a “front-end” server, then this user should be
created on both servers. If both servers are part of the same domain, then this should be a
domain user account.

Step 2: The New User window will be cleared so that another new account can be created. Create a
new local user account on the server named EmcapUser. This will be the user account that the
Web Service will use when logging on to the SQL database.

Type “EmcapUser” in both the User Name and Full Name fields. Enter a description if needed.
Type in a password and confirm it in the next field. Uncheck “User must change password at
next logon” and then check both “User cannot change password” and “Password never expires”.
Click Create to save the user account. Click Close to exit this window.

Exit out of the Computer Management window.

Step 3: To give the EmcapUser the ability to access the temporary asp.net folder, from the desktop,
select the Start button = Run. In the Open field, type cmd and click OK to bring up a DOS
window. At the DOS command prompt, type in the following command:
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Step 5:

Step 6:
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C:\Windows\Microsoft.net\Framework\v2.0.50727\aspnet_regiis —ga EmcapUser, and then
press Enter.

If successful, you will receive the following message:

“Start granting emcapuser access to the IIS metabase and other directories used by ASP.NET.
Finished granting emcapuser access to the IS metabase and other directories used by ASP.NET”.

To give the EmcapWebUser the ability to access the temporary asp.net folder, at the DOS
command prompt type in the following command:

C:\Windows\Microsoft.net\Framework\v2.0.50727\aspnet_regiis -ga EmcapWebUser, and then
press Enter.

If successful, you will receive the following message:

“Start granting EmcapWebUser access to the IIS metabase and other directories used by
ASP.NET. Finished granting EmcapWebUser access to the IIS metabase and other directories
used by ASP.NET”.

Note that this should be performed on the server on which the User Support Web Site was
installed.

To give the Network Service the ability to access the temporary asp.net folder, at the DOS
command prompt type in the following command:

C:\Windows\Microsoft.net\Framework\v2.0.50727\aspnet_regiis —ga NetworkService, and then
press Enter.

If successful, you will receive the following message:

“Start granting NetworkService access to the IIS metabase and other directories used by
ASP.NET. Finished granting NetworkService access to the IIS metabase and other directories used
by ASP.NET”.

Note that this should be performed on both the main server and the server on which the User
Support Web Site was installed if they are not one and the same

Close the DOS window.

In SQL Server Management Studio (Figure 10), create a new login for the new user by opening
the Security folder - Logins folder. Right click on Logins and select New Login.
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Figure 10.

A Login — New window will appear. Type in “<<server name>>\EmcapUser” in the Login Name
field, and set the user’s default database to be EMCAP.

On the left panel, select User Mapping. This will bring up the user mapping page (Figure 11). On
this page:

e Check “Map” for EMCAP on the top screen.

e Check db_owner on the bottom screen.

e Check “Map” for hMailServer on the top screen.
e Check public on the bottom of the screen.

Click OK to save.
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Ilzers mapped to this login:

D atabaze

Default Schema

| EMCaP
! hbdail5 erver

maszher

miodel
mzdb
tempdb

[T Guestaccourtenabled for EMESF

[ratabaze role membership for: EMCAR

po-31wgdf1 hemcapuszer dbio
po-31wgdf hemcapuser dbi

Mote that this role membership is
for EMCAR. Youll need to repaat
the same process for the
hilailSensear.

a

[ db_acceszadmin

[] db_backupoperatar

[ db_datareader

[] db_datawriter

[[] db_ddladmin

[] db_denydatareader
d

] db_derydatawriter

[T] db_zecurityadmin
[w] public

Figure 11.
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Next you will need to give the Network User permission to launch the hMailServer COM api. If
the IIS Application Pool that the EmcapWebService uses runs under an identity other than
Network Server, then change the following directions to use that user instead of the Network

Service account.
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From the desktop, select the Start button = Run. At the command line type: dcomcnfg and click
OK. This will bring up the Component Services console.

Expand Components Services 2> Computers > My Computer > DCOM Config.

Find hMailServer. Right click on the icon and select Properties.

|@ Event Object Change 2

- % External 4pplication Class

E.@ FlashBroker
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[+~ % |"I Mhai | Sery
- HTML App
5 % HTILKItP
S o, |
E.@ ICriverT 5
w1 8 115 Admin__oF

- TIS Admin iSer'vice _|;|
3

This will bring up the hMailServer Properties window (Figure 12).

[+

b i ¥
Meswe Windowe from Here

Select the Security tab, and enter the following information

e For Launch and Activation Permissions, select “Customize” and press the Edit button. A
Launch Permission window will appear. Select the Add button to add the Network
Services user, and allow it Local Launch and Local Activation permissions. Click OK.
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Figure 12.

e For Access Permissions, select “Customize” and press the Edit button. An Access

Permission window will appear. Select the Add button to add the Network Services user.

Give it Local Access only. Click OK.

e Configuration Permissions will be defaulted to “Customize”. Keep this default. Click

Apply and then OK. Exit the Component Services widow.

Open the Internet Information Services (11S) and select Web Sites folder > Default Web Site >
EmcapWebSite. Right click on the icon and select Properties.

On the ASP.NET tab, select the Edit Configuration button. On the General tab, update the
domain and password settings to match those for the EmcapWebUser. Click Apply, and then OK.

Click OK to exit the EmcapWebSite Properties window.
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If you are experiencing problems with this step, you can troubleshoot by making sure that the
Value for the EmcapWebServices can be copied and pasted into a web browser. Highlight the
appropriate key and then select the Edit button.
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Pazzwind password
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Institubion™ arme MNarth Laroling State Archives

Add... | Edi... I Remove | Hezet |

[Path: PC-3TWGDF1/Defaul Web Site/Emcapieb ok | caneel | spph | Hep |

From the Edit/Application Settings window, copy and paste the value into a web browser. You
should see a list of operations supported by EmcapWebServ. If you do not see this list, you will
need to review previous steps to determine the issue.

While still in 1IS, select EmcapWebService. Right click on the icon and select Properties.

On the Directory Security tab, select the Edit button for Anonymous access and authentication
control. In the Authenticated Methods window, uncheck “Anonymous access” at the top of the
screen and select “Integrated Windows authentication” at the bottom of the screen. Click OK.
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On the ASP.NET tab, select the Edit Configuration button. On the Application tab, at the bottom
of the screen in the Identity Settings panel, check “Local impersonation”. Type “EmcapUser” in
the User Name field, and then the password that you assigned in Step 1. Click OK. Click OK to
exit the EmcapWebService Properties window.

On the General tab, verify that the database connection strings in the Connection string
manager panel have a value very similar to:

Data Source=localhost;Initial Catalog=EMCAP;Integrated Security=True;Application
Name=EMCAP for the EmcapConnection string.

AND

Data Source=localhost;Initial Catalog=hMailServer;Integrated Security=True;Application
Name=EMCAP for the hMailServer connection string

Note that Data Source in each case is replaced with the name of the database server or its IP
Address.

Exit both windows and then exit IIS.

As a final step, open the following files in notepad and verify the database connection strings as
described above:

e C:\Program Files\DCR\Emcap\ EmcapCore.exe.config
e C:\Program Files\DCR\Emcap\ AdminConsole.exe.config
Close out notepad.

To test the Emcap Web Site; from 1IS select the EmcapWebsite from the left panel. Right-click on
the test.aspx page from the right panel and select Browse.

An Emcap Test page will appear. Click the Go button. After a brief pause, “Success” should be
displayed at the top left of the screen.

To test the EmcapWebService; from IIS select the EmcapWebService from the left panel. Right-
click on the EmcapWebService.asmx page from the right panel and select Browse. This should
produce a page listing the available operations. From that list choose Test Connection. When
invoked, it should return true, if not then the web service is not authenticating with the
database server.

In order to import Microsoft Outlook .PST documents, you must install Microsoft Outlook 2007
on the Server.
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See the section entitled “Configuring Microsoft Outlook on Remote Desktop” in the EMCAP
Server Administrative Console Guide for more information.



